Mystery Shopper Scam 
It’s a new twist on the “fake check” scam: People across the country are receiving letters in the mail—accompanied by fat checks—inviting them to earn extra money as mystery shoppers. 

The letter invites you to become a paid mystery shopper in your area, and the letterhead and check appear to come from a legitimate U.S. company. The listed phone numbers, however, originate in Canada. 

Here's how it works: the letter instructs you to deposit the check—for, say, $3,750—into your checking account, wire $3,150 using a company like Western Union or Money Gram, keep $300 as pay, take out $200 for wiring fees, and use $100 to purchase merchandise. Then you’re told to contact the person named in the letter for further instructions. 

Sounds like an easy way to make money, right? But if you deposit the check, you’ll get a notice from the bank that it bounced. And you’re left holding the bag for the $3,750. 

Postal Inspectors advise that if you receive this offer, do NOT respond. Instead, report the incident to Postal Inspectors online or call Postal Inspectors at 1-877-876-2455. 

EXAMPLE of Actual Mystery Shopper Scam: 

Image - Sample check in the amount of $2,890.00. 

Image - Sample letter as listed below: 

Secret Shoppers 
34050 Ave S E, 
Vancouver, Be T2G 213 I 

Tel: I 888 623 2147 
Fax: I (248) 293-2898 

JANUARY 29, 2009 

RE: JOHN SMITH 
Position: Customer Service Evaluator                               Rep 10#: 44384FT98R 

CONGRATULATIONS! We are pleased to inform you that you have been selected to become one of our representatives in your region. Secret Shoppers is one of the USA's leading company's in promoting and improving customer service for most Fortune 500 companies. Please give us a call on 1 888 555 1212 OR 1 888 555 1212 as soon as you receive this package and one of our coordinator's will be glad to explain and answer any of your questions and also validate the enclosed payment for this assignment. 

Please be informed that there is one probation training assignment that you are required to complete within 48 hrs. This training assignment takes about 2 hours to complete and is PAID training. Training pay rate remains $150.00 per hour. The aim of this training assignment is for you to familiarize yourself with the practical feel of what secret shopping entails. 

This assignment has been put together to be completed at any Wal-Mart location. The objective of this assignment will be to evaluate the effectiveness and efficiency of a payment system called 'Money Gram' offered at any Wal-Mart location. 

You will pose as a potential customer sending a Money Gram payment to a relative of yours in Hamilton, Ontario, Canada. The fund needed to complete this transaction assignment has been arranged and has been enclosed with this letter. For our verification of assignment completion, please call back and provide the Money Gram Reference Code immediately after completion. 

Below is the breakdown of the attached fund: 

2 hour Evaluation training pay------------------------------- $ 300.00
Required fund to be sent-------------------------------------- $2535.00
Service Charge by Money Gram----------------------------- $ 55.00 

                                                                     TOT A L $ 2890.00 

In the process of this evaluation assignment, please take note of the quality of service in order to be able to fill out a fair and unbiased opinion on the Customer Service Evaluation Tool (CSET) form enclosed with this letter. This form should be faxed back to our office after the completion of your assignment. 

Also attached is a copy of the weekly time schedule request sheet that will need to be filled out and faxed back to our office so that we may know your available hours for the upcoming week. 

HAVE FUN!! HAVE FUN!! HAVE FUN!! HAVE FUN!! HAVE FUN!! HAVE FUN!! 

Sincerely, 

/s/ Linda Flemington 

Linda Flemington 

Logos at bottom of letter: Pizza Hut, MoneyGram International, GAP, McDonald’s, Budget, Blockbuster, Sears, Wendy’s, Wal-Mart, Starbucks Coffee. 

Image – Sample of blank Secret Shoppers Customer Satisfaction Evaluation Tool (CSET) form listing name, address, phone number, representative ID #, Review Date, Review Period, Guidelines and general preference. 

Image – Sample of blank Secret Shopper Weekly Time Schedule Request Sheet form containing a chart for hours worked Monday through Sunday and a second table marked “Official Use Only” for Appd. Code, Date Received, Regional Code, and Add. Remarks. 

